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Diploma in Cyber Law 
Effect from June, 2023 

Diploma in Cyber Law 

No of Duration of Distribution of Marks 
Subject Paper Examinatio University Internal 

s n Marks Marks 
Paper 1: Fundamentals of Cyber Law 

Introduction 
Doctrines and 
characteristic 
Classification of Cyber 
crimes -1 
Classification of Cyber 1 3 70 30 
crime- 2 

PAPER 2: Type of Cyber Crimes & Legislative Frame work 
Types of crime -1 
Types of Crimes -2 
Legal issues and 1 3 70 30 
framework 
Cyberspace 

PAPER 3: Cyber Security international Aspect & Cyber Warfare 
Mapping of Cyber Crime 
Cost of Cyber Crime & 
international cyber 
Security 
Cyber warfare & 1 3 70 30 

humanitarian Law 
Cyber Opertaions & 
Prohibition of interstate 
force 

Total 

100 

100 

100 



Unit 

1 -

2 

3 

4 

Diploma In Cyber Law 

Paper 1: Fundamentals of Cyber Law 

Syllabus 

Description 
Introduction to cyber Law 

• Introduction to cyber law 

• Evolution of Cyber law, 

• History of Cyber Crime, 

• Definition, Nature& Scope of Cyber Law 

Doctrines and characteristic 

• Doctrine of Mens rea & 

• Doctrine of Actus Reus in Cyber Law, 

• Characteristics of Cyber Law 

Classification of Cyber crimes -1 

• Meaning and definition of cyber crimes 

• Cyber Crimes Against Individual 

Classification of Cyber crime - 2 

• Cyber Crime Against Society, 

• Cyber Crimes Against Economy 



Diploma in Cyber Law 

Paper·2: Type of Cyber Crimes & Legislative Frame work 

Syllabus 

Unit Description 
Types of crime -1 

• Facets of Cyber Crime, 
1 • Cyber Terrorism . -

Types of Crimes -2 

2 • Cyber warfare, 

• Cyber Pornography 

Legal issues and framework 

• Legal issues & frame work of intercepting Wi-Fi Transmission 
3 • Cyber Crimes: -Global & Indian response 

Cyberspace 

• Development of law through custom of Cyber . 

4 • International counts for cyberspace . 
- • Roles of judge in International courts. 

• International Law on cyber security in age of digital sovereignty 



Diploma in Cyber Law 

Paper 3: Cyber Security International Aspect & Cyber Warfare 

Syllabus 

Unit Description 
Mapping of Cyber Crime 

• Cyber Security and international legal aspect 
1 • Objectives of Cyber Crime 

• economic concept of cyber crime 

Cost of Cyber Crime & international cyber Security 

• Scale & trends of Cyber Dependent Crime . 

2 • 3 steps to unlock cyber security . 
- • Current V/S Comprehensive NCS. 

• International comprehensive cyber security strategy 

Cyber warfare & humanitarian Law 

3 • How it's unique . 
- • Cyber warfare & International Humanitarian Law. 

Cyber Operations & Prohibition of interstate force 

• Cyber Operation, 

• Attacks, Exploitation 
4 • Defence -

• Cyber Operation & Jus ad bellum . 

• Prohibition of interstate force . 


